
Quantitative Model Checking of Probabilistic
Systems

Benôıt Barbot
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Probabilistic Systems

Inherent Stochastic Systems

Telecommunication Protocols
using Randomness

Chemical Reaction

Modeling of Unknown Parts of
Systems

Waiting Queues

n1 n2

Interleaving of concurrent system

IA

Neural network, Classifier ...
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Discrete Time Markov Chain

Markov Chain C = (S , s0,P)

▷ A (possibly infinite) set of states S , and an initial
state s0 ∈ S .

▷ A probability distribution P s.t.
∀s ∈ S ,

∑
s′∈S P(s, s

′) = 1

Cylinder Set

▷ Let π̃ = s0 · · · sn be a finite path.

▷ Cyl(π̃) = {π|π̃ ∈ pref (π)}

Probability Measure

▷ Cyl(π̃) forms a σ-algebra.

P(Cyl(s0 · · · sn)) = Π0≤i<nP(si , si+1)

s0

s

s1
s2

...

sn

P(s, )
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Reachability Objective

Given a verification objective , ⊂ S

▷ , is a possibly infinite set;

▷ / ⊂ S the states from which , is not reachable.

Reachability Probability

P(F (,)) =
∑

s0···sn,si∈(S\,)∗,
P(Cyl(s0 · · · sn))

Effectiveness constraint

▷ For every s ∈ S , P(s, ) is finite and computable.

▷ Membership to , and / are decidable.

s0

s

s1
s2

...

sn

P(s, )

Goal Reachability: Compute Ps0(F ,)

Goal Bounded Reachability: Compute Ps0(F <n,)
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Steady State Probability

What is the probability to be in state s at
the equilibrium?

Existence and uniqueness ⇔ Ergodicity

The finite case

▷ Irreducible ⇒ Only one strongly
connected component

▷ Aperiodic ⇒ for every state s, the
greatest common divisor (gcd) of the
lengths of all cycles visiting s is 1.

The infinite case

▷ Irreducible + Aperiodic

▷ All states are positive recurrent

s0

s

s1
s2

...

sn

P(s, )

Goal Reachability: Compute limi→∞ Ps0(X
i,)
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Reachability as a linear algebra problem – Definition

P

( )
|=

0.5

0.5

0.3

0.3

0.8

0.4

0.5

0.5

1

0.2

1 2

3

/

,
F ,

Split P into P?, P, and P/. Ç

▷ P = P? + P, + P/
▷ P,(,,,) = 1.

▷ P/(/,/) = 1.

Derive a system of equations

P?x = I?x + 1,;

(P? − I?)x = 1,

;

Ps0(F ,) = x [s0]
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Reachability as a linear algebra problem – Gauss

How to solve (P? − I?)x = 1,
▷ S must be finite! (N = |S |)
▷ P? − I? is invertible because all eigenvalues < 1

Gauss pivot

▷ Precise solution. Exact arithmetic can be used to solve the system
exactly. Very similar to König’s lemma.

▷ Complexity in O(N3).

Power Method (Jacobi)

▷ Idea: Compute xi+1 = P?xi + 1,.

▷ Reduce to matrix-vector multiplication.

▷ Beware of the stopping criterion.
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Reachability as a linear algebra problem – Gauss-Seidel

Gauss-Seidel(n,succ,eps,good,bad)

l e t v1 = Array . make n 0 . 0 ;
l e t v2 = Array . make n 0 . 0 ;
f o r ( i = 0 ; i<n ; i++) do i f ( i=good ){ v1 [ i ]=1 . 0} ;
whi le ( | v1−v2 | > eps ) do

v2 <− v1 ;
f o r ( i = 0 ; i<n ; i++) do

i f ( i != good && i != bad ){
l e t s igma = 0 . 0 ;
l e t a i i = ( −1 .0) ;
f o r e a c h ( j , p ) i n succ ( i ) do

i f ( i = j ){ a i i <− p −. 1 .0}
e l s e { s igma += p ∗ . v1 [ j ]}

done ;
i f ( a i i != 0 . 0 ){ v1 [ i ] <− −s igma / a i i }

}
done

done ;
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Reachability as a linear algebra problem – Gauss-Seidel II

Gauss-Seidel

▷ Stop when |v1− v2| is small enough

▷ Faster convergence on typical stochastic systems.

▷ Each iteration has complexity in O(Nd) with d the maximal number of
successors.

▷ Space complexity: 2 · N · sizeof (float)

Examples

Ç Running example

Ç Dice

Ç Two Dice

Ç Haddad Monmege a

aHaddad, Monmege: Reachability in MDPs: Refining Convergence of Value Iteration
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Steady State probability as a linear algebra problem

Ensure Ergodicity

▷ Check only one Strongly Connected Component using Tarjan’s
Algorithm O(|S |d).

▷ Check aperiodicity done with a modified BFS O(|S |d).

Find x such that Px = x iteratively

▷ starting from x = 1
|S |

▷ compute xi+1 = xP

▷ stop when |xi+1 − xi | < ε

Example

Ç Weather
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Using Monte Carlo Simulation

Idea

▷ Generate paths in the Markov chain until they reach either , or /.

▷ Count how many reach , and build an estimate of Ps0F ,.

Examples

Ç Running example

Ç Dice

Properties

▷ Require the chain to be decisive:

Ps0(F , ∨ F /) = 1

▷ S finite is not necessary but S finite ⇒ decisive

▷ Very low memory footprint; Very easy to parallelize

▷ What kind of guarantee on the result?
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Using Monte Carlo Simulation

Idea

▷ Generate paths in the Markov chain until they reach either , or /.

▷ Count how many reach , and build an estimate of Ps0F ,.

Examples

Ç Running example

Ç Dice

Properties

▷ Require the chain to be decisive:

Ps0(F , ∨ F /) = 1

▷ S finite is not necessary but S finite ⇒ decisive

▷ Very low memory footprint; Very easy to parallelize

▷ What kind of guarantee on the result?
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Confidence Interval

Definition

▷ Given n independent identically distributed variables Xi over R
▷ Given a confidence value θ.

▷ Return a Probabilistic Framing I such that P(E(Xi ) /∈ I ) ≤ δ

Chebyshev inequality for n iid

P

(∣∣∣E(X )− X̃
∣∣∣ ≤ k

√
Var(X )

n

)
≥ 1

k2

◦ with X̃ the empirical mean of X .

◦ k and n chosen freely: there are two degrees of freedom.
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Confidence Interval II

Generalization

▷ Many confidence interval formulas in the literature. Different
hypotheses on X.

▷ All link the number of samples n, the width of the confidence interval ε
and the confidence level δ.

▷ The reduction of the confidence interval always behaves like Θ( 1√
n
)

Clopper-Pearson

Assume X follows a Bernoulli of parameter p.
Exact asymmetric confidence interval.
No closed form.

Sequential Probability Ratio Test (SPRT)

Confidence intervals are one-sided. i.e. E(X ) ≤ p0 or E(X ) ≥ p1.

15 / 27



Confidence Interval II

Generalization

▷ Many confidence interval formulas in the literature. Different
hypotheses on X.

▷ All link the number of samples n, the width of the confidence interval ε
and the confidence level δ.

▷ The reduction of the confidence interval always behaves like Θ( 1√
n
)

Clopper-Pearson

Assume X follows a Bernoulli of parameter p.
Exact asymmetric confidence interval.
No closed form.

Sequential Probability Ratio Test (SPRT)

Confidence intervals are one-sided. i.e. E(X ) ≤ p0 or E(X ) ≥ p1.

15 / 27



Confidence Interval II

Generalization

▷ Many confidence interval formulas in the literature. Different
hypotheses on X.

▷ All link the number of samples n, the width of the confidence interval ε
and the confidence level δ.

▷ The reduction of the confidence interval always behaves like Θ( 1√
n
)

Clopper-Pearson

Assume X follows a Bernoulli of parameter p.
Exact asymmetric confidence interval.
No closed form.

Sequential Probability Ratio Test (SPRT)

Confidence intervals are one-sided. i.e. E(X ) ≤ p0 or E(X ) ≥ p1.

15 / 27



Monte Carlo Simulation Example

Examples

Ç Running example

Ç Dice

Ç Infinite Random Walk
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Steady State probability computation with Monte Carlo
method

Ergodicity

Ergodicity means that once the equilibrium has been reached the
probability to be in a state is its steady state probability. let π be an
infinite path in the Markov Chain:

P( lim
i→∞

πi = ,) = S,

Algorithm

from s0, generate k steps of Simulation ending in state s.
let n = 0, nsucc = 0
iterate s ← step(s); n++; if(s = ,)nsucc++
Stop when confidence interval from nsucc and n is satisfactory.
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Model Checking of PCTL

Probabilistic Computation Tree Logic

ϕ ::= a | ¬ϕ | ϕ ∨ ϕ | ϕ ∧ ϕ | P∼λ(ϕUϕ) | P∼λ(Gϕ) | S∼λϕ | P∼λ(ϕU
<nϕ)

With numerical approach

Apply recursively on the structure of the formula ...

With statistical approach

Work well at level 1, do not scale for deep formula.
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Toward Performance Evaluation

Definition

Compute performance indices along trajectories

With numerical approach

Probabilistic Reward Computation Tree Logic (PRCTL). Add reward to
state.

With statistical approach

Compute anything allong path yielding a real value.
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Real tools

Prism model checker

https://www.prismmodelchecker.org/

use the Prism language, numerical and statistical methods

Storm model checker

https://www.stormchecker.org/

Numerical and statistical methods, many input languages.

Marcie
https:

//www-dssz.informatik.tu-cottbus.de/DSSZ/Software/Marcie

General purpose model checker, based on Petri Nets, also does
quantitative model checking.

Cosmos

https://cosmos.lacl.fr/

Statistical model checker for Petri nets.
20 / 27
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Decisiveness

Decisiveness

Ps0(F , ∨ F /) = 1

Example

, 1 2 3 · · ·
1 p p p

1−p 1−p 1−p 1−p

⇒ Decisive iff p ≤ 1
2 !

Decisiveness of Markov Chain with respect to set , is undecidable a

aA. Finkel, S. Haddad, and L. Ye. About decisiveness of dynamic probabilistic
models. In 34th International Conference on Concurrency Theory (CONCUR’23)
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Model checking of Infinite system

Statistical method

Decisiveness is sufficient.

Numerical method

Cannot even build the state space.

Use Partial Numerical Algorithm for Decisive Systema

aP. A. Abdulla, N. B. Henda, and R. Mayr. Decisive Markov chains. Logical
Methods in Computer Science, 3(4), 2007.

Partial Numerical Verification

(1,1)

(2, 0.5)

(3, 0.5)

(/, 0.55)

(1, 0.20)

(3, 0.10)

(,, 0.15)

(/, 0.58)

(1, 0.04)

(2, 0.10)

(3, 0.10)

(,, 0.18)

(/,0.71)

(1,0.02)

(2,0.02)

(3,0.04)

(,,0.21)

· · ·

x1 ∈ [0.21, 0.29]
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Partial Numerical Algorithm for Decisive System w.r.t. ,
Algorithm

pfail := 0, psucc := 0; set := (1, s0);
while 1− (psucc + pfail) > ε do
(p, π) := fair extract(set); s := last(π);
if s ∈ , then psucc := psucc + p;
else if sin/ then pfail := pfail + p;
else
foreach (p′, s ′) ∈ succ(s) do insert(set, (p · p′, πs ′));

return [psucc , 1− pfail ]

Properties

▷ Compute a framing of P(,).

▷ If the system is decisive w.r.t ,, the framming converges.

▷ Many tricks to implement correctlya

aBenôıt Barbot, Patricia Bouyer, Serge Haddad: Beyond Decisiveness of Infinite
Markov Chains. FSTTCS 2024: 8:1-8:22
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aBenôıt Barbot, Patricia Bouyer, Serge Haddad: Beyond Decisiveness of Infinite
Markov Chains. FSTTCS 2024: 8:1-8:22

23 / 27



Partial Numerical Algorithm for Decisive System w.r.t. , II

Example

Ç Infinite Random Walk
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Recap

P

( )
|=

0.5

0.5

0.3

0.3

0.8

0.4

0.5

0.5

1

0.2

1 2

3

/

,
F ,

x1 =
9
38

Finding a closed form solution

• Does not always exists.


−1 0.5 0.5 0 0
0 −1 0.2 0.8 0
0.4 0 −1 0.3 0.3
0 0 0 0 0
0 0 0 0 0



x1
x2
x3
x4
x5

 =


0
0
0
0
1



x1 ≈ 0.2368

Exhaustive Numerical Verification

• System must be finite.

• Memory bounded.

• Prone to numerical error.

Statistical Verification
1 → 2 → / x
1 → 3 → 1 → 3 → , ✓
1 → 3 → / x
1 → 3 → 1 → 3 → 1 → 2 → / x
1 → 2 → 3 → , ✓
. . .

P (x1 ∈ [0.19, 0.26]) = 0.9

• System must be decisive.

Ps0(F , ∨ F /) = 1

• Probabilistic framing.

• Subject to Rare Event
problem.

• Time bounded.

Partial Numerical Verification

(1,1)

(2, 0.5)

(3, 0.5)

(/, 0.55)

(1, 0.20)

(3, 0.10)

(,, 0.15)

(/, 0.58)

(1, 0.04)

(2, 0.10)

(3, 0.10)

(,, 0.18)

(/,0.71)

(1,0.02)

(2,0.02)

(3,0.04)

(,,0.21)

· · ·

x1 ∈ [0.21, 0.29]

• System must be decisive.

Ps0(F , ∨ F /) = 1

• Deterministic framing.

• Subject to Rare Event
problem.

• Memory or Time bounded.

x1 =
9
38

Finding a closed form solution


−1 0.5 0.5 0 0
0 −1 0.2 0.8 0
0.4 0 −1 0.3 0.3
0 0 0 0 0
0 0 0 0 0



x1
x2
x3
x4
x5

 =


0
0
0
0
1



x1 ≈ 0.2368
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Extensions

Continuous Time

▷ Numerical : Restricted to exponential distribution of time. Use a trick
(uniformisation) to reduce to DTMC.

▷ Statistical : Sample timed with transition.

Markov Decision Process

▷ Numerical : Extend power method with min/max instead of +.

▷ Statistical : Toward reinforcement learning.
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